Windows XP - Wireless Checklist

L. Wireless Network Connection Properties @g|

Generall Wirgless Metwaorks | Advanced
I ze Windows bo configure my wirless network, zettings

Available network

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below,

Wiew Wirelezz Mebworks

Preferred netwaork s
Automatically connect to available networks in the order listed
below:

| @ DDUMWIRELESS [Automatic]

Add.. ][ Remove ][ Properties ]

Learn about getting up wireless network
configuration.

ak. l[ Cancel ]

First disable all third party
wireless utilities such as
Intel Pro Wireless or Dell
Wireless WLAN Utility.

Click Start -> Control
Panel -> Network
Connections -> (Right-
Click) Wireless Network
Connection -> (Left-Click)
Properties -> Go to the
Wireless Networks Tab

Make sure the “Use
Windows to configure my
wireless network settings”
is check-marked.

Next, Click on Add.

ODU-WIRELESS properties

Azzociation Authentication | Connection

MHetwork name [S510]:
wirelezz network, key

This network requires a key for the following:

Metwork Authentication;

Diata encryptior: [TrIP v|

0K l [ Cancel

Type in the Network Name
(SSID) as ODU-WIRELESS

Network Authentication
- WPA

Data encryption - TKIP
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ODLU-WIRELESS properties

Frotected EAF [PEAF) |

Authenticate as computer when computer information iz available

EAP type:

[] Authenticate as guest when user or computer information is
unavailable

OF. H Cancel ]

Under the Authentication tab,
ensure the following fields are
correct:

EAP type: Protected EAP
(PEAP)

Also, make sure the boxes
checked match the picture at
left.

Click on Properties under EAP
type.

Protected EAP Properties

“When connecting:

Yalidate server certificate

|:| Caonnect to these servers:

Trusted Root Certification Autharities:

] aan Certificate Services -
[] ABA.ECOM Raot CA

[] &C RAIZ DNIE

I:‘ A-CERT ADVANCED

] agence Mationale de Certification Eleckronique

[] agence Mationale de Certification Electronique

] america Cnline Root Certification Autharity 1 hll
< 72 |

|:| Do nok prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

B Lcoviore.,

|Secured passward (EAP-MSCHAR w2)

Enable Fast Reconnect

[ Ok H Cancel ]

The Authentication Method
should be set to Secured
password (EAP-MSCHAPP v2)

Also, make sure the boxes
checked match the picture at
left.

Click on Configure next to the
Authentication Method.
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EAP MSCHAPv2 Properties X]

YWhen connecting:

] Automatically uze my Windows lagon name and
pazzwiard [and domain if any].

[ OF. l [ Cancel ]

Make sure that this box is unchecked
if you log into windows with anything
other than your ODC account.

Click OK here then click OK in the
Protected EAP Properties window.

After this click OK on all other
windows

31 wireless Network Connection

Click here to select a certificate or other credentials for
conneckion ko the netwark ODU-WIRELESS

] Ll )/ 452 PM

When you are in range of the network
for the first time this message will pop
up. Click on it.

Enter Credentials

.
User name: | wourusername
Passwoard: sennnne

Logon darnain: | oD

Qi ] [ Cancel

Enter in your ODU user name and
your password.

Enter in ODC as the Logon domain.
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When this message pops up click on
it.

i) Wireless Network Connection

Click here to process vour logon information For the network
CDU-WIRELESS

% U gl H 457PM

==

Ciick OK when his box pops up.

The Roat Certification Autharity For the server's certificate is:

Werigign Trusk Metwork
IF this is the correct certificate, click OK to connect and yvou will not see
this message again. Click CAMCEL to drop connection,

Lo J[ concel |

You should now see this pop up
showing that you are now connected
to the wireless network.

i) \Wireless Network Connection is now connected

Connected to: ODU-WIRELESS
Signal Strength: Good
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